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				How to perform digital forensics of malicious PDF files? Easily checking if a PDF document has malware or backdoors
			

			
			2021-12-04

			  On: December 4, 2021 
  In: Tutorials 


			The PDF format has become one of the most popular ways to view files, as this format is compatible with all kinds of technological devices, including desktop computers, laptops, electronicRead More →



		


	




	

		


		

			
				18 critical vulnerabilities discovered in Foxit PDF Reader and Foxit PDF Editor. Update your software quickly
			

			
			2021-10-12

			  On: October 12, 2021 
  In: Vulnerabilities 


			Cybersecurity specialists reported the finding of multiple vulnerabilities in Foxit PDF Reader and Foxit PDF Editor, two popular tools for viewing and editing PDF files. According to the report, theRead More →



		


	




	

		


		

			
				PDF certification process is vulnerable to new attack variants; flaws affect Adobe, Foxit and other PDF tools
			

			
			2021-05-27

			  On: May 27, 2021 
  In: Vulnerabilities 


			A recent research states that certified PDF files are not protected enough, so they are vulnerable to various types of cyberattack. These files are often used to securely sign agreementsRead More →



		


	




	

		


		

			
				How to easily check if DOC, RTF, XLS, PPT, PPTX or PDF file has a malware without antivirus like a digital forensics expert
			

			
			2021-02-06

			  On: February 6, 2021 
  In: Tutorials 


			In most cyberattack variants threat actors use legitimate-looking documents loaded with malware, which is why researchers often say it all starts with a Word file, Power Point presentation, Excel spreadsheet,Read More →



		


	




	

		


		

			
				Hackers steal users’ information by exploiting a Chrome zero-day vulnerability
			

			
			2019-02-28

			  On: February 28, 2019 
  In: Vulnerabilities 


			These malicious files allow victims’ data collection Network security and ethical hacking specialists from the International Institute of Cyber Security report the discovery of a malicious campaign that uses PDFRead More →
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